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Strengthening your security posture through Cyber Essentials
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INTRODUCTION 

Cyber security is a journey, a continual process of 
improvement and refinement. As your organisation’s IT 

infrastructure grows and cyber attack methods evolve, your 
security strategy needs to keep pace. As with any journey, 

the road to cyber resilience starts with a single step. 

However, with a complex and ever-shifting cyber threat 
landscape, and a seemingly endless variety of risks 

to manage, it can be challenging to know how to get 
started.  The Cyber Essentials programme, established 

by the UK Government’s National Cyber Security Centre 
(NCSC) provides a clear path for businesses to implement 

security controls that will reduce the risk from the most 
common cyber threats. Cyber Essentials also delivers 
clear business benefits, showing customers, partners 

and other vendors that you take cyber security seriously 
while offering competitive advantage when bidding for 

government contracts.  
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THE EVOLVING THREAT LANDSCAPE 

The cyber security landscape has become ever more 

hostile in recent years as threat actors have continued 

to increase both the frequency and sophistication of 

their attacks. 2020 saw a sharp increase in threat levels as 

criminals took advantage of the disruption caused by the 

COVID-19 pandemic. Reports estimate that there were 

more attacks in the first half of 2020 than in the entirety 

of the previous year.

At the same time, most organisations have been faced 

with increased security challenges as their workforces 

became fully remote for the first time, creating a 

fragmented network with even more endpoint devices 

to monitor. The latest research from the UK Government 

found that fewer businesses deployed security 

monitoring tools or undertook user monitoring in 2020 

compared with the previous year and more struggled 

with essential baseline security activity such as applying 

software updates and setting up firewalls. 

Attackers have taken full advantage of these changes 

and their associated challenges, shifting their tactics to 

exploit the greater reliance on VPNs and other remote 

working tools, as well as preying on a more isolated 

workforce with, for example, targeted spear phishing 

attacks that impersonate the company’s IT support team 

or other trusted contacts. 

It is therefore imperative for all organisations to adapt 

their security strategies to defend against these evolving 

threats, particularly as the average global cost of a single 

data breach now stands at just under $4 million. 

WHAT IS CYBER ESSENTIALS?

Cyber Essentials is an excellent foundation for 

organisations that want to improve their security posture 

but are confused about where to start. 

It has been designed to provide a straightforward 

framework of controls that will close off many of the 

most prevalent security gaps that are exploited by 

criminals. In order to achieve certification, organisations 

self-assess their own systems and then complete an 

online assessment that is independently verified. 

1. BOUNDARY 
FIREWALLS AND 

INTERNET GATEWAYS

2. SECURE 
CONFIGURATION

3. ACCESS  
CONTROL

4. MALWARE 
PROTECTION

5. PATCH 
MANAGEMENT 

Cyber Essentials covers five key areas:

WHAT BENEFITS DOES CYBER ESSENTIALS PROVIDE? 

Cyber security headlines are often dominated by attacks 

using sophisticated new techniques and previously 

unknown zero-day malware. However, these advanced 

attacks are generally limited to a small number of well-

funded and organised threat actors, as the majority of 

attacks are opportunistic strikes by criminals looking for 

the path of least resistance. Criminals will exploit common 

issues such as unpatched software applications and user 

accounts with weak passwords or poor access controls 

that allow them to easily escalate their attack and move 

through the network. 

https://securityboulevard.com/2020/11/more-cyberattacks-in-the-first-half-of-2020-than-in-all-of-2019/
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021
https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
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Following the guidance for the five key areas set out 

in Cyber Essentials will close down the vast majority 

of attack paths used by cyber criminals. While there is 

no way to guarantee protection against every cyber 

threat, it has been estimated that completing the Cyber 

Essentials framework will prevent around 80 percent 

of attacks. 

Cyber Essentials certification is mandatory for securing 

contracts in the UK public sector that involve handling 

personal information or providing certain IT services 

and products. It has become an increasingly important 

competitive differentiator in the private sector, 

demonstrating to customers and partners that an 

organisation is committed to cyber security and can be 

trusted with access to valuable data and systems. 

Cyber Essentials also helps to lay foundations that can 

be built upon as the company continues to grow and its 

security maturity evolves.

ADVANCING WITH CYBER ESSENTIALS PLUS 

Companies that have completed Cyber Essentials and 

want to continue to improve their security status can 

explore the supplementary Cyber Essentials Plus scheme. 

This is a higher level of certification that involves 

more rigorous tests through external third parties, 

rather than self-assessment. The Plus scheme aims 

to offer additional protection against attacks such as 

phishing, with certification providing further assurance 

of the organisation’s security standing to partners 

and customers.

https://www.gov.uk/government/news/cyber-security-boost-for-uk-firms


HOW F-SECURE CAN HELP ORGANISATIONS 
CONTINUOUSLY IMPROVE THEIR SECURITY STATUS

Let F-Secure guide you in your journey to cyber 

resilience. Our team of consultants can provide support 

based on insights gained from decades in the security 

industry. We have a full product portfolio that can help 

your organisation to attain Cyber Essentials accreditation 

and improve your ability to detect and defend against 

threats.  Once you’ve achieved accreditation, we can 

help you to build on this groundwork to continually 

improve as the threat landscape changes, delivering 

solutions tailored to your organisation’s business 

objectives and risk profile.

As Europe’s largest cyber security company, F-Secure 

has helped protect organisations from all sectors protect 

against the most sophisticated cyber attacks. F-Secure’s 

solutions cover: 

Endpoint Protection – The only unified multi-endpoint 

security solution that automatically patches Windows 

and third-party software vulnerabilities.

Endpoint Detection and Response – Constantly 

monitor your network and detect cyber attacks with 

immediate alerts.

Vulnerability Management – Map your attack surface 

and limit your total IT risk exposure.

Cloud Protection for Microsoft Office 365 – Identify 

and block malicious files and URLs that would bypass 

human control.
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ABOUT F-SECURE

Nobody has better visibility into real-life cyber attacks than F-Secure. 
We’re closing the gap between detection and response, utilizing the 

unmatched threat intelligence of hundreds of our industry’s best 
technical consultants, millions of devices running our award-winning 

software, and ceaseless innovations in artificial intelligence. Top banks, 
airlines, and enterprises trust our commitment to beating the world’s 

most potent threats. Together with our network of the top channel 
partners and over 200 service providers, we’re on a mission to make sure 
everyone has the enterprise-grade cyber security we all need. Founded 

in 1988, F-Secure is listed on the NASDAQ OMX Helsinki Ltd.

f-secure.com/business   |   twitter.com/fsecure   |   linkedin.com/f-secure

https://www.f-secure.com/en/business
http://twitter.com/fsecure
https://www.linkedin.com/company/f-secure-corporation/

