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Zero Trust Security
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4 reasons to invest in zero trust

Enterprise IT
Will continue to transform.

Legacy systems are costing you 
money to continue support and 
are more vulnerable to attack.

The adversary
Is innovating.

Hackers can innovate 
faster than any corporation. 

Exponential growth in ransomware 
and other attacks indicates that 
continual innovation is the only 

way to protect against cybercrime.

Regulations,
complexity, and costs 

are rising.
New security innovations 
not only help companies 
meet current regulations 
but also adapt faster as 

the regulatory 
landscape evolves.

Skills
Scarcity is a top challenge.
Fill your security talent gaps. 

with managed services 
Partner as you develop your 

Cyber security team. 
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Built into everything we design
HPE Zero Trust security model

6

HPE is leading efforts by designing a 
security platform with zero trust 
architecture that protects data at 
every computing level, on every 
device, from edge to cloud.

Trusted
Silicon   |   Firmware   |   Hardware

Untrusted
Employees & Partners   |   Things   |   Devices

Untrusted
Cloud   |   Data Centers   |   Internet   |   GovCloud
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Security from the inside out

HPE Security offering
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Edges

HPE Security Solutions
Enabling zero-trust security architectures from edge to cloud

Colocation   Datacenters Clouds

MEASURED   |    ATTESTED  |  VERIFIED
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HPE Alletra Storage HPE ProLiant Compute HPE Cray Supercomputing

HPE Aruba Networking HPE Ezmeral Software HPE Services
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How HPE follows zero trust principles 

Compute

• HPE iLO

• Platform certificates

• IDevID

• Trusted supply chain

• Pensando Distributed
Services Card

Networking

• ClearPass policy
manager

• Aruba

Software

• SPIFFE

• SPIRE

Storage 

• Encryption

• Self-encrypting drive

• HPE InfoSight
network analytics

• HPE GreenLake
storage as a service

HPE GreenLake Security
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Prevent, monitor, detect, analyze & report incidents of confirmed counterfeit & malicious taint

Zero Trust starts at the supply chain 
HPE supply chain risk management practice & controls
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Security continues at the delivery location (hardware)
HPE Security architectural standards
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Security continues at the delivery location (softeware)
HPE Security architectural standards
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Protecting systems in transit and when deployed in unsecure locations
HPE Trusted Supply Chain: Server configuration lock
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Customer supplies password

Server configuration lock enabled

Digital fingerprint created

Fingerprint checked every boot
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Silicon Root of Trust from HPE
Unmatched security
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Ultimate firmware protection
• Silicon root of trust from HPE

• TPM2.0 as standard

• Secure encryption and self-encrypting
drive (SED) support

• Secure supply chain

Protect, detect and recover from 
attacks with industry-leading 

encryption and firmware protectionRuntime attack detection
• Detection of compromise

• Full recovery capability

• Runtime firmware verification

Secure data within the server
• Secure with Azure Active Directory, Azure

Security Center, and Azure Sentinel

• Runtime protection to defend the from
attacks and vulnerabilities

• Regular consistent feature and security
updates for all components

Leading regulatory compliance
• Building in security

• GDPR and U.S.A. regulations

• FIPS 140-2 Level 1

• Machine learning applied to behavioral actions

• HPE InfoSight Security

1
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Enabling zero-trust security architectures from edge-to-cloud 
to transform security from a barrier to an innovation accelerator

IT security solutions and ecosystem
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HPE GreenLake
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67% of respondents said that their security teams have no 
visibility into or control over the activity of every user and 
device connected to their IT network, which leaves systems 
susceptible to attacks that use credentials. 

13.06.2023   Bechtle-IT Forum 2023 | Lausanne



HPE Ezmeral
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The time to resolve a cyberattack 
has grown 3.5x since 2010.
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HPE Data Protection
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60% of organizations report experiencing at least one 
attempted ransomware attack in the last 12 months. This is 
making investments in security a top priority, as 62% of 
companies surveyed expect to increase cybersecurity 
spending.

HPE and Enterprise Strategy Group report, January 2020
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HPE Aruba Networking
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60% of organizations are 
aware of fewer than 75% of 
the devices on their network. 
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ZERO TRUST : Et les facteurs Humains ?

20

La désinformation par le net 

La confiance entre les personnes

La technologie réduit les risques mais… 

Ai-je bien le résultat attendu ?
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Bechtle Security – la solution 360° pour une sécurité maximale.
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Apercu des avantages de notre approche holistisque
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Plus d‘informations :

bechtle.com

Merci!
Des questions? Contactez-nous: it-forum.ch@bechtle.com
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