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Bechtle Suisse SA.



|25/11/2021 Microsoft Defender for Endpoint 4

Bechtle Suisse SA – en Romandie
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Overview.
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Microsoft Defender for Endpoint
Solution overview
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Microsoft Defender for Endpoint
Why they are different
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Microsoft Defender for Endpoint
An industry leader in endpoint security
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Microsoft Defender for Endpoint
Delivering industry leading endpoint security across platforms
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Windows 7 SP1 to 11
Windows Server 2008 R2 and 2012 R2
Windows Server 2016 to 2022

macOS 10.14 to 12
iOS 12 to 15
iPadOS 12 to 15

Android 6+

RHEL and CentOS 6.7+
RHEL and CentOS 7.2+
Ubuntu 16.04 LTS+
Debian 9+
SUSE LES 12+
Oracle Linux 7.2+
Amazon Linux 2
Fedora 33+
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Incident Response.
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Incident Response
SANS Incident Handler’s Handbook – Response Plan
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1 .
P R E PA R AT I O N

2 .
I D E N T I F I C AT I O N

3 .  
C O N TA I N M E N T

4 .  
E R A D I C AT I O N

5 .  
R E C O V E RY

6 .  
L E S S O N S  L E A R N E D
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Onboarding.
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Microsoft Defender for Endpoint
Delivering industry leading endpoint security across platforms
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Windows Supported (10, 11, 2012 R2 to 2022)
Local Script
GPO
MECM
Intune
Microsoft Defender for Cloud

Windows Legacy (7, 8.1 and 2008 R2)
Microsoft Monitoring Agent

macOS
Manual (app & 
onboarding 
package)
JAMF
Other UEM

iOS and iPadOS
Microsoft Defender 
for Endpoint app

Microsoft Defender 
for Endpoint app

Manual (app & onboarding package)
Puppet
Ansible
Chef
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Features.
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Microsoft Defender for Endpoint
Threat & Vulnerability Management
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Threat & Vulnerability Management
Key customer pain points
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DISCOVER COMPENSATEPRIORIT IZE
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Microsoft Defender for Endpoint
Threat & Vulnerability Management
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A risk-based approach to mature your 
vulnerability management program
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Demo.



|

Microsoft Defender for Endpoint
Attack Surface Reduction
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Attack Surface Reduction
Key customer pain points
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ZERO DAYS NET WORK 
BOUNDARIES

CROSS-
PL ATFORM
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Microsoft Defender for Endpoint
Attack Surface Reduction
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Eliminate risks by reducing the 
surface area of attack
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Attack Surface Reduction
ASR Rules
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P R O D U C T I V I T Y A P P S R U L E S

E M A I L R U L E

S C R I P T  R U L E S

P O L Y M O R P H I C  T H R E A T S

L A T E R A L  M O V E M E N T  &  C R E D E N T I A L  T H E F T  

M I N I M I Z E  T H E  A T T A C K  S U R F A C E  
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Attack Surface Reduction
Easy button: turn on block
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Microsoft Defender for Endpoint
Next Generation Protection
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Next Generation Protection
Key customer pain points
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Next Generation Protection
Static vs Dynamic
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Microsoft Defender for Endpoint
Next Generation Protection
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Blocks and tackles sophisticated 
threats and malware
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Next Generation Protection
Protection engines
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AMSI-paired ML

Cloud

File classification ML Behavior-based ML Metadata-based ML Detonation-based ML Smart rules Reputation ML
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Microsoft Defender for Endpoint
Endpoint Detection & Response
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Endpoint Detection & Response
Key customer pain points
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As attacks become more complex and multi-staged, 
it’s difficult to make sense of the threats detected
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Microsoft Defender for Endpoint
Endpoint Detection & Response
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Detect and investigate advanced 
persistent attacks
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Demo.
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Microsoft Defender for Endpoint
Auto Investigation & Remediation
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Auto Investigation & Remediation
Key customer pain points
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Analysts overwhelmed by manual alert 
investigation & remediation

Analyst 1 Analyst 2

Alert queue



|

Auto Investigation & Remediation
What is it?
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Microsoft Defender for Endpoint
Auto Investigation & Remediation
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Automatically investigates alerts and 
remediates complex threats in minutes
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Demo.
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Microsoft Defender for Endpoint
Microsoft Threat Experts

25/11/2021 Microsoft Defender for Endpoint 59



|25/11/2021 Microsoft Defender for Endpoint 63

Demo.
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Microsoft Defender for Endpoint
Centralized Configuration and Administration
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Centralized Configuration and Administration
Seamless integration

25/11/2021 Microsoft Defender for Endpoint 66

Microsoft Defender for Endpoint Microsoft Endpoint Manager
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Microsoft Defender for Endpoint
APIs and Integrations
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Microsoft Defender for Endpoint
Reference Architecture
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Align to Mission + Continuously Improve
Responsiveness - Mean Time to Acknowledge (MTTA)

Effectiveness- Mean Time to Remediate (MTTR)

Analysts
and Hunters

Provide actionable security
alerts, raw logs, or both

https://aka.ms/ITSOC
https://aka.ms/AzureSentinel
http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/sentinel/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/dart
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/misapartnercatalog?PartnerTypes=MSSP
https://docs.microsoft.com/azure/security-center/azure-defender
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Licensing.
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Microsoft Defender for Endpoint
P2 and Servers
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End-users (Per user per month, up to 5 devices)

M365 E5 – 62.70 CHF
M365 E5 Security – 9.50 CHF
Windows E5 – 10.20 CHF
Microsoft Defender for Endpoint P2 – 5 CHF

Servers (Per server per month)

Microsoft Defender for Endpoint for Servers* - 5 CHF
Microsoft Defender for Cloud – Azure Consumption

* Available after min. 50 MDE or WE5 or M365 E5/Security licenses purchased 
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Microsoft Defender for Endpoint
P1 vs P2

25/11/2021 Microsoft Defender for Endpoint 72

Microsoft Defender for Endpoint P1 – 3 CHF
M365 E3 – 28 CHF*

* Q1 2022
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Microsoft Defender for Business
Enterprise-grade security for SMEs!
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Customer size < 300 seats > 300 seats

Endpoint capabilities / SKU Microsoft Defender for Business Microsoft Defender for Endpoint Plan 1 Microsoft Defender for Endpoint Plan 2

Centralized management ✓ ✓ ✓

Simplified client configuration ✓

Threat and Vulnerability Management ✓ ✓

Attack Surface Reduction ✓ ✓ ✓

Next-Gen Protection ✓ ✓ ✓

Endpoint Detection and Response ✓2 ✓

Automated Investigation and Response ✓2 ✓

Threat Hunting and 6-months data retention ✓

Threat Analytics ✓2 ✓

Cross platform support for Windows, MacOS, iOS and Android ✓ ✓ ✓

Microsoft Threat Experts ✓

Partner APIs ✓2 ✓ ✓

Microsoft 365 Lighthouse for viewing security incidents and customers ✓

1Limited   2Optimized for SMB  3Additional capabilities plannedNote that not all capabilities may be available in preview
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Microsoft Defender for Business
Licensing
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Microsoft 365 Business Premium ($20 pipm)

1. As standalone SKU
Entitlement for use on up to 5 devices
Generally available H1 2022

2. Included as part of Microsoft 365 Business 
Premium

Microsoft Defender for Business will roll out to new 
and existing M365 Business Premium customers, post 
GA

Comprehensive productivity and security solution

Per user licence

Microsoft 365 Business Standard ($12.50)
Office apps and services, Teams

+
 Microsoft Defender for Business

 Microsoft Defender for Office 365 Plan 1

Microsoft Defender Business ($3 pupm)   Intune

Entreprise-grade endpoint security  Azure AD Premium Plan 1

Per user licence  Azure Information Protection Premium P1

 Next generation protection  Exchange Online Archiving

 Cross Platform support (iOS, Android, Windows, MacOS)  Autopilot

 Endpoint Detection and Response  Azure Virtual Desktop license

 Threat and Vulnerability Management  Windows 10/11 Business

 … and more  Shared Computer Activation

Note that not all capabilities may be available in preview
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Next steps.
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W E B I N A R S

08 décembre 2021   |    Prenez le contrôle de vos données avec Microsoft Azure Information Protection

Vers les 
événements 

Bechtle Suisse SA

https://www.bechtle.com/ch-fr/finder/page/event--c?sorting=ed_asc
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Merci !
Des questions?
Nous restons à votre disposition pour vous accompagner dans vos projets futurs.
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