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Overview.
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Microsoft Defender for Endpoint

Solution overview

@Microsoft Defender
for Endpoint

Threats are no match.
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THREAT & VULNERABILITY ATTACK SURFACE NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION MICROSOFT
MANAGEMENT REDUCTION PROTECTION & RESPONSE & REMEDIATION THREAT EXPERTS
]l
| l |
CENTRALIZED CONFIGURATION AND ADMINISTRATION
APIS AND INTEGRATION
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Microsoft Defender for Endpoint

Why they are different

&

Agentless, cloud powered

No additional deployment
or infrastructure. No delays
or update compatibility
Issues. Always up to date.
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Unparalleled optics

Built on the industry’s
deepest insight into
threats and shared signals
across devices, identities,
and information.

Automated security

Take your security to a
new level by going from
alert to remediation in
minutes—at scale.
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Microsoft Defender for Endpoint &

An industry leader in endpoint security

Gartner names Microsoft a Leader in 4 N Microsoft Defender for Endpoint
Gartner 2021 Endpoint Protection Platforms N . awarded a perfect 5-star rating by SC
Magic Quadrant. Media in 2020 Endpoint Security Review

Microsoft won six security awards with
Cyber Defense Magazine at RSAC 2020:

Forrester names Microsoft a Leader
FORRESTER  in 2020 Enterprise Detection and
Response Wave.

INFOSEC
AUARDS
WINNERS
ISE MAGAZINE

CYBER DEFENSE MA
2020

v Application Isolation — Next Gen

Microsoft Threat Protection leads v Endpoint Security - Editor’s Choice
MITRE Areck” in real-world detection in
. v . _ :
MITRE ATT&CK evaluation. Threat and Vulnerability Management — Most Innovative

v Malware Detection — Best Product

Our antimalware capabilities v Managed Detection and Response — Market Leader
HHﬂ consistently achieve high scores . .
in independent tests. v Enterprise Threat Protection — Hot Company
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Microsoft Defender for Endpoint

Delivering industry leading endpoint security across platforms

Windows 7 SP1 to 11
Windows Server 2008 R2 and 2012 R2
Windows Server 2016 to 2022

RHEL and CentOS 6.7+
RHEL and CentOS 7.2+
Ubuntu 16.04 LTS+
Debian 9+

SUSE LES 12+

Oracle Linux 7.2+
Amazon Linux 2
Fedora 33+

25/11/2021 | Microsoft Defender for Endpoint

L

macOS 10.14 to 12
i0OS 12 to 15
iPadOS 12 to 15

B
l'l

Android 6+

12



Incident Response.




Incident Response
SANS Incident Handler’s Handbook — Response Plan

©

1. 2. 3.
PREPARATION IDENTIFICATION CONTAINMENT

Y

4. 5. 6.
ERADICATION RECOVERY LESSONS LEARNED
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Onboarding.
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Microsoft Defender for Endpoint

Delivering industry leading endpoint security across platforms

Windows Supported (10, 11, 2012 R2 to 2022) P g
Local Script ‘ "'
GPO
-- MECM macOS Microsoft Defender
. Intune for Endpoint app
. Manual (app &
Microsoft Defender for Cloud onboarding
package)
Windows Legacy (7, 8.1 and 2008 R2) JAMF
Microsoft Monitoring Agent Other UEM

Manual (app & onboarding package
@pp gp ge) iOS and iPadOS

Puppet .
. Microsoft Defender
Ansible for Endpoint app
Chef
I l L | 16
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Features.
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Microsoft Defender for Endpoint
Threat & Vulnerability Management

Microsoft Defender

for Endpoint

Threats are no match.
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THREAT & VULNERABILITY
MANAGEMENT
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Threat & Vulnerability Management

Key customer pain points

0 : i

DISCOVER PRIORITIZE COMPENSATE
Periodic scanning Based on severity Waiting for a patch
Blind spots Missing org context No IT/Security bridge
No run-time info No threat view Manual process
“Static snapshot” Large threat reports No validation

Bottom line: Organizations remain highly vulnerable, despite high maintenance costs
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Microsoft Defender for Endpoint
Threat & Vulnerability Management

A risk-based approach to mature your
vulnerability management program

£ | Continuous real-time discovery
| e el .
2 | Context-aware prioritization

oA Built-in end-to-end remediation process

25/11/2021 | Microsoft Defender for Endpoint

i Microsoft Defender Security Center

Threat & Vulnerability Management dashboard

Organization exposure score WDATP configuration score

Exposure score Configuration Score:
677/1270

Devices exposure

Severity distribution

20



Demo.
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Microsoft Defender for Endpoint
Attack Surface Reduction

@ Microsoft Defender
for Endpoint

Threats are no match.
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Attack Surface Reduction

Key customer pain points

A A A

NETWORK CROSS-
ZERO DAYS BOUNDARIES PLATFORM
Zero days continue to Perimeters are eroding, Heterogeneous
plague the industry unique solutions are environments make
required to harden it challenging

Bottom line: Organizations struggle to proactively adjust their security posture
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Microsoft Defender for Endpoint
Attack Surface Reduction

Eliminate risks by reducing the
surface area of attack

0, System hardening without disruption
7/ | Customization that fits your organization

60| Visualize the impact and simply turn it on
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111 Microsoft 365 security

Devices

]
Attack surface reduction rule detections Attack surface reduction rules
iy
Possible malware or breach activity on your devices .
0,
86% devices use ASR rules to block threai
o .
9- 1 k detectlo n 5 Configuration for behaviorial rules from Windows Defender ATF that reduce the attack surface of your
< 2 unique files .
=2 2 affected deVlceS M Elock mode I Audit mode 7 Off
Device settings by rule
IE Detections over time Block Office applications from injecting code into other proce... Block Office applications fr
1
000
> Block all Office applications from creating child processes Block Win32 AP calls from
_—
w0 Block JavaSeript ar VBSeript from launching downloaded exec... Block execution of potenti
i ———
Block executable content from email client and webmail Block executable files from
N _ — —
B I R RPN Use advanced protection against ransomware Block credential stealing fr
& F P F PSP F — ———
B fudited B Blocked Block process creations originating from P5Exec and WMI com... Block untrusted and unsigr
I
Block Office icati lication from ing child pr... Block Adobe Reader from «
L
j M siock mode M Audit mode Off

View detections  Add exclusions View detections Manage configuration
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Attack Surface Reduction
ASR Rules

macros.

PRODUCTIVITY APPS RULES

Block Office apps from creating executable
content

Block Office apps from creating child processes
Block Office apps from injecting code into other
processes

Block Win32 API calls from Office macros

Block Adobe Reader from creating child processes

EMAIL RULE

Block executable content from email client and
webmail

Block only Office communication applications
from creating child processes
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MINIMIZE THE ATTACK SURFACE

Signature-less, control entry vectors, based on cloud intelligence. Attack surface reduction (ASR) controls, such as behavior of Office

SCRIPT RULES

Block obfuscated JS/VBS/PS/macro code
Block JS/VBS from launching downloaded executable content

POLYMORPHIC THREATS

Block executable files from running unless they meet a prevalence (1000 machines), age
(24hrs), or trusted list criteria

Block untrusted and unsigned processes that run from USB

Use advanced protection against ransomware

LATERAL MOVEMENT & CREDENTIAL THEFT

Block process creations originating from PSExec and WMI commands
Block credential stealing from the Windows local security authority subsystem (Isass.exe)
Block persistence through WMI event subscription

1 1 1] | 26



Attack Surface Reduction

Easy button: turn on block

Microsoft 365 Security

Microsoft 365 Security

Monitoring & reports > Attack surface reduction rules

Detections Configuration Rule status

Five rules can be turned on for 80% of your devices with no user impact
Based on your audit data over the last 14 days.

View details Dismiss

dertity and fix devices with imited protection due to missing prerequisites or miscomfigured rules

Device configuration overview

Rules in audit onky Some or all rules in blodk Off

324 525 22

L Export

Device name
CONT PC1

CONT_PC_ 2
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trust from being blocked by atta

Five rules can be turned on for 80% of
your devices with no user impact

Rules

Office apps injecting into other processes

Office apps/macros creating executable content
Office apps launching child processes

Win32 imports from Office macro code

Obfuscated j/vbspaimacro code

Devices

ws Defender

2,354 devices

Get script to implement Submit Intune ticket
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Microsoft Defender for Endpoint

Next Generation Protection

Microsoft Defender

for Endpoint

Threats are no match.
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NEXT GENERATION
PROTECTION
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Next Generation Protection

Key customer pain points

Solutions that depend on regular updates can not protect against the 7 million
unique threats that emerge per hour

The game has shifted from blocking recognizable executable files to malware
that uses sophisticated exploit techniques (e.g: fileless)

While Attack Surface Reduction can dramatically increase your security posture
you still need detection for the surfaces that remain

We live in a world of hyper polymorphic threats with 5 billion unique instances
per month
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29



Next Generation Protection

Static vs Dynamic

Static signatures:
focus on a file

Hashes
Strings
Emulators

O

Ineffective

25/11/2021 | Microsoft Defender for Endpoint

Dynamic heuristics:
focus on run-time behaviors

Behavior monitoring
Memory scanning

AMSI

Command-line scanning

9

Effective
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Microsoft Defender for Endpoint

Next Generation Protection

Blocks and tackles sophisticated
threats and malware

O Protectio

View the latest protection actions and recommendations from Windows Have a question?
N Home Security. Get help
Filtered by: Severe i
I O Virus & threat protection by Filters ~~
Help improve Wi
\ . . . 2 Account protection Gi feedback
7 B h I b d I t t t Threat blacked Severe el S
O\ enavioral based real-time protection 69 Firewal & network protection O Jrtiisiond
[ .
B App & browser control e Change your priy
_ . This threat or app is allowed and was not remediated. View and change
O Device security y
‘ \ . . Threat detected: Behavior:Win32/Userinitinject.B for your Window
- : I Alert level: Severs Privacy settings
7 | Blocks file-based and fileless malware @ e prormarce .ot _
& Famil i Category: Suspicious Behavior Privacy dashboarc
Sy QpRons Details: This program is dangerous and executes commands from an attacker. Privacy Statement
Learn more
Affected items:

o  Stops malicious activity from trusted and
untrusted applications

behavior: pid:7588:59046673204718

“Aced protection tests 12 months in a row.”
Proven protection in the field, backed up by

consistent top rankings on industry comparison
tests (AV-TEST, SE Labs).

25/11/2021 | Microsoft Defender for Endpoint i l 11 | 31



Next Generation Protection

Protection engines

® {}

Behavior-based ML

Identifies new threats
with process trees and
suspicious behavior
sequences

Metadata-based ML

Stops new threats
quickly by analyzing
metadata

&) .<:

ML Behavior monitoring

Identifies malicious

Spots new and
behavior, including

unknown threats

AMSI-paired ML File classification ML

Detects fileless and
in-memory attacks
using paired client
and cloud ML models

Detects new malware by
running multi-class, deep
neural network classifiers

Cloud
Client

L

Memory scanning

Detects malicious code
running in memory

]

AMSI integration

Detects fileless and
in-memory attacks

S
<o)
v

Detonation-based ML

Catches new malware
by detonating
unknown files

Heuristics

Catches malware
variants or new strains
with similar

using client-based
ML models

suspicious runtime
sequence

25/11/2021 | Microsoft Defender for Endpoint

characteristics

e
]

Reputation ML

Catches threats

with bad reputation,
whether direct or

by association

N

Emulation

Evaluates files based
on how they would
behave when run

¥

Smart rules

Blocks threats using
expert-written rules

Network
monitoring

Catches malicious
network activities

32



Microsoft Defender for Endpoint

Endpoint Detection & Response

Microsoft Defender

for Endpoint

Threats are no match.
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Endpoint Detection & Response
Key customer pain points n

46% of compromised systems
had no malware on them

Following an advanced
attack across the network
and different sensors can

be challenging

As attacks become more complex and multi-staged,
it's difficult to make sense of the threats detected

Click on a URL Installation Persistency Reconnaissance . .
Collecting evidence and
*@ 9 S M alerts, even from 1 infected
N vi n lon
’ ’ . . y . . . time.consuming process
1 - umi
({e)) A
- R &
2 4
Exploitation C&C channel Privilege escalation Lateral movement

Living off the land - Attackers
use evasion-techniques

1 1] | 35
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Microsoft Defender for Endpoint &

Endpoint Detection & Response

Detect and investigate advanced
persistent attacks

Incidents

L]
1] D
i)

Severity

“~ | Correlated behavioral alerts

Persi

i Investigation & hunting over 6 months of data

Windows Defender

P P2 2 ® ® @ P @

Rich set of response actions

Fowershell dropped

D D

Demonstrated industry-leading
optics and detection capabilities in
Q8% MITRE ATT&CK-based evaluation.
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Demo.
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& Incidents - Microsoft 365 securit X | = - x

< C (3 https://security.microsoft.com/incidents/3077/alerts ® 7= :
?

Microsoft 365 security

mt Home Incidents MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident invelving Initial access & Defense evasion on multiple endpoints
Incidents & alerts N ~ — .
© Manage incident '/ Consult a threat expert L=l Comments and history
I Incidents ) ) o )
Summary Alerts (12) Devices (1) Users (1) Mailboxes (0) Investigations (1) Evidence (22)
Alerts —_—
£ Hunting v 3 —

5= Grouped view ~ [J Choose columns *~ 30 items per page

X2  Action center _ _ _ B _ _ _

Title Severity Status Linked by Category Impacted Entities Service source Detection source First ac
@& Threat analytics ) o ) ) ) A ) . .

Microsoft Defender Antivirus protection turned off | Low Mew Same device Defense evasion O lolas-pcmtpdemos.... 2 LolaSunshi... Endpoint Endpoint 2/15/2°
2 Secure score

Anomaly detected in ASEP registry R Medium MNew 2 reasons Persistence O lolas-pcmtpdemos... 2 LolaSunshi... Endpoint Endpoint 2/15/2°
£ Learning hub

Suspicious file dropped HE Medium Mew 2 reasons Execution O lolas-pemtpdemos.. 2 LolaSunshi. Endpoint Endpoint 2/15/2
Endpoints . ) } . B _ ) _ _ i

Powershell dropped a suspicious file on the machine R Medium Mew 2 reasons Initial access O lolas-pemtpdemos.. 2 Lola.Sunshi. Endpaoint Endpaoint 2/15/2
O Search

Suspicious Task Scheduler activity R Medium Mew Same device Persistence O lolas-pemtpdemos.. 2 Lola.Sunshi. Endpoint Endpoint 2/15/2°
L Device inventory

An anomalous scheduled task was created EE Medium New Same device Persistence O lolas-pemtpdemos... 2 Lola.Sunshi... Endpoint Endpoint 21152
#  Vulnerability management ~

An uncommaon file was created and added to a Run Key EE Medium New Same device Persistence O lclas-pemipdemos.. 2 LeolaSunshi. Endpoint Endpoint 2/15/2
o  Partners and APls v
= it ErinsnE y Malicious file from a suspicious URL HE . Medium Mew 2 reasons Execution O lolas-pemtpdemos.net 2 lolasunshine Endpaoint 365 Defender 2/15/2°

7 b

& Configuration management Suspicious behavior by Microsoft Word was observed R Medium Mew 2 reasons Initial access O lolas-pcmtpdemos.... 2 LolaSunshi... Endpoint Endpoint 2/15/2°

Suspicious PowerShell command line EE Medium New Same device Execution L0 lolas-pcmipdemos... 2 LolaSunshi.. Endpoint Endpoint 2/15/2°
Email & collaboration
B tigati ‘Wintapp' backdoor was prevented | | Low Mew 3 reasons Malware 0 lclas-pcmtpdemos.net Endpoint Antivirus 201572

o Investigations

lﬁ"p Explorer An active 'Wintapp' backdoor was blocked HE . Medium Mew 3 reasons Malware O lolas-pc.MTPDemos.net Endpoint Antivirus 2/15/2°

EA Submissions

Review
Need help? Give feedback A
https://security.microsoft.com/incidents/9077 /alerts

i@ ° Type here to search Q 2]

e
@
(%]



& Alert - Microsoft 365 security X | 4 = X

< @] (3 https://security.microsoft.com/alerts/da637490211905173124_1775418899 ® 5 = -

Microsoft 365 security

' Home Incidents MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident invelving Initial access & Defense evasion on multiple endpoints Powershell dropped a suspicious file on the machine
1 Fas
@ Incidents & alerts @ Part of incident: MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident involving Initial access & Defense evasion on multiple endpoints View incident page X
Incidents
O lolas-pc Risk level Wm® High * - S MTPDEMOS\Lola.Sunshine . . .
I Aerts : Powershell dropped a suspicious file
Windows10 =3
© Hunting v on the machine
{2 Action center ALERT STORY Collapse all

umE Medium ® Detected ® New

@ Threat analytics 2/15/2021

636] smss.exe 00000080 00000084 e NS
85931 PM (36l Alert state N
©  Secure score
8:59:31 PM &5 [724] wininit.exe W Classification
e Learning hub o . -
8:59:31 PM [856] services.exe e W Set Classification
Endpoints Unassign
0O Search 8:50:44 PM [2036] svchost.exe -k netsvcs -p -s UserManager e S
Alert details A
L Device inventory 9:00:16 PM [5672] sihost.exe SRRV
Category MITRE ATT&CK Techniques
#  Vulnerability management e nitial accas g : Pow
v - 9:22:58 PM [3240] protocolhandler.exe "ms-word:ofe%7Cu%7Chttps://mtpdemos-my.sharepoint.com/perso.. -+ ™ el socess T1059.001: Powershell
0(3 Partners and APIs W
. Detection source Detection status
9:23:02 PM [2508] WINWORD.EXE /n /cid 00178CD1-BAEE-407A-9B09-FTESCFT615ES "https://mipdem... -+ -
[d Evaluation & tutorials v U °
EL  Configuration management 0:23:40 PM =  WINWORD.EXE launched a script inspected by AMSI ~ Detection technology Generated on
Behavio Feb 15, 2021 9:26:30 P
. . 9:23:40 PM &% [2292] powershell.exe -W Hidden -Exec Bypass -Command cd /:5fileBasefdPrefix = 5. -
Email & collaboration
) First activity
# .. . . nEE Medi rue e
f"p Investigations Suspicious behavior by Microsoft Word ... um ® Dete.. @ Reso.. gll—ert} Feb 1 19:23:42 PM
B3 Expl i
5 Explorer
? g Suspicious PowerShell command line e Medi ® Dete.. ® Reso.. ('Il'rue
um alert) Alert description AT
EA Submissions
Review 9:23:41 PM E  powershell.exe launched a script inspected by AMSI T -
® Need help? Give feedback [V
(@ Caranaiane
i@ .° Type here to search ol = e & S|
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Alert - Microsoft 365 security x | 4+

Cc o

https://security.microsoft.com/alerts/da637490211905173124_1775418899

Microsoft 365 security

' Home Incidents MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident invelving Initial access & Defense evasion on multiple endpoints
1 Fas
@ Incidents & alerts @ Part of incident: MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident involving Initial access & Defense evasion on multiple endpoints View incident page
Incidents
I Alerts L1 lolas-pec Risk level m®® High " S MTPDEMOS\Lola.Sunshine
Windows10 =3
% Hunting v
@ Action center ALERT STORY
@ Threat analytics
2/15/2021
AR [ [636] smss.exe 00000080 00000084
©  Secure score
8:59:31 PM &5 [724] wininit.exe
% Learning hub
8:52:31 PM [858] services.exe
Endpoints
0O Search 8:50:44 PM [2036] svchost.exe -k netsvcs -p -s UserManager
L Device inventory 2:00:16 PM [5672] sihost.exe
#  Vulnerability management v i
9:22:58 PM [3240] protocolhandler.exe "ms-word:ofe%7Cu%7Chitps://mtpdemos-my.sharepoint.com/perso...
0(3 Partners and APIs W
9:23:02 PM [2508] WINWORD.EXE /n /cid 00178CD1-B4EE-407A-9B09-FTEBCF7615E6 "https://mtpdem...
[d Evaluation & tutorials v
EL  Configuration management 0:23:40 PM =  WINWORD.EXE launched a script inspected by AMSI
i i 0:23:40 PM 2 [2292] powershell.exe -W Hidden -Exec Bypass -Command cd /:5fileBase64Prefix = ";S...
Email & collaboration
# .. . . nEE Medi rue
f"p Investigations Suspicious behavior by Microsoft Word ... um ® Dete.. @ Reso.. gll—ert}
B3 Expl i
"5 Explorer
? Suspicious PowerShell command line e Medi ® Dete.. ® Reso.. (True
um alert)
EA Submissions
9:23:41 PM E owershell.exe launched a script inspected by AMSI
Review B e P pe y
(@ Caranaiane
i@ .° Type here to search ol = e e

Collapse all

Powershell dropped a suspicious file on the machine

e
Powershell dropped a suspicious file
on the machine
umE Medium ® Detected ® New
Alert description .
Incident details N
Incident Incident severity
-
o=



& Alert - Microsoft 365 security

< Cc o

Microsoft 365 security

Home

Q B

Incidents & alerts

Incidents

I Alerts
% Hunting
= Action center
@ Threat analytics
Secure score

$=4
% Learning hub

Endpoints

/O Search

L Device inventory

#  Vulnerability management

0(3 Partners and APIs

(4]

Evaluation & tutorials

&% Configuration management

Email & collaboration
E"p Investigations

E"Jo Explorer

&

Submissions

Review

[SETE T

i o

0 Type here to search

X

+

Incidents

@ Part of incident: MDE Demo Inci

L lolas-pc Risk level m®m® High *

Windows10

ALERT STORY

0:23:41 PM

9:23:42 PM

9:23:42 PM

0:23:43 PM

https://security.microsoft.com/alerts/da637490211905173124_1775418899

MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident invelving Initial access & Defense evasion on multiple endpoints

=3

e

S MTPDEMOS\Lola.Sunshine -

Suspicious PowerShell command line

—— i

® Dete..
um

E  powershell.exe launched a script inspected by AMSI

File create

[  WinATP-Intro-Backdoor.exe

Powershell dropped a suspicious file o...

&

Suspicious file dropped

? Anomaly detected in ASEP registry

An anomalous scheduled task was cre...

&

Suspicious Task Scheduler activity

nmm Medi

um ® Dete.. ® N..
mme Medi ® Dete e N

um
nmn Medi

um ® Dete.. ® N.

Zi  schtasks.exe process created a scheduled task 'Troj’

Suspicious file dropped

¢
o

® Reso.

Powershell dropped a suspicious file on the machine

NI

" alert)

(True
alert)

(True
alert)

(True
“alert)

[5104] schtasks.exe /create /SC ONCE /TN Troj /TR "C\Users\Lola.Sunshine\OneDr...

mus Medi ® Dete.. @ N (True
um alert)
mum Medi ® Dete.. @ M. (True
um alert)
mEE Medi ® Dete.. @ M., (True
um alert)

Collapse all

Powershell dropped a suspicious file

on the machine

umE Medium ® Detected ® New

EU 1, UL | TEd e

Alert description

Incident details

Incident

Incident severity

® Need help? Give feedback [V

~

[



& Alert - Microsoft 365 security

x |+

< C @ htips;/security.microsoft.com/alerts/da637490211905173124_1775418899

Microsoft 365 security

Home

Q B

Incidents & alerts

Incidents

I Alerts
% Hunting
= Action center
@ Threat analytics
Secure score

$=4
% Learning hub

Endpoints

/O Search

L Device inventory

#  Vulnerability management

0(3 Partners and APIs

(4]

Evaluation & tutorials

&% Configuration management

Email & collaboration
E"p Investigations

E"Jo Explorer

&

Submissions

Review

[SETE T

i o

0 Type here to search

Incidents MDE Demo Incident - 01 - 02/15/2021 - Multi-stage incident invelving Initial access & Defense evasion on multiple endpoints

Fas
@ Part of incident: MDE Demo Incid
L lolas-pc Risk level m®m® High *
Windows10 =3
v
ALERT STORY
0:23:41 PM
9:23:42 PM
v
hvs
e 9:23:42 PM
0:23:43 PM

O
i
¢
o

S MTPDEMOS\Lola.Sunshine -

—— i

Suspicious PowerShell command line um ® Dete..
E  powershell.exe launched a script inspected by AMSI
File create
[ | WinATP-Intro-Backdoor.exe
Powershell dropped a suspicious file o... mms quﬁdl ® Dete..
¢ Suspicious file dropped e quﬁdl ® Dete..
# - - mEn Medi
Anomaly detected in ASEP registry um ® Dete..
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Microsoft Defender for Endpoint

Auto Investigation & Remediation

Microsoft Defender

for Endpoint

Threats are no match.

et 0N e,
aanalee ) DAL
---------------------
..............................
.................................
............................................

................................................
-----------------

.

..................................
...................
......................................
...........................
---------------
...........
"""
. -
o .

AUTO INVESTIGATION
& REMEDIATION

25/11/2021 | Microsoft Defender for Endpoint

53



Auto Investigation & Remediation

Key customer pain points

More threats, more alerts
leads to analyst fatigue
A Expertise is expensive
Manual remediation
requires time
Talent shortage in
cybersecurity

25/11/2021 | Microsoft Defender for Endpoint

Alert investigation
is time-consuming

Alert queue

AN
V. VAVAN
V. VAVAN
AN/

AAN

Analysts overwhelmed by manual alert
investigation & remediation

Analyst 1

Analyst 2
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Auto Investigation & Remediation &
What is it?

Security automation is... Q Security automation is not... e

mimicking the ideal steps a human would take if machine has alert - auto-isolate
to investigate and remediate a cyber threat

When we look at the steps an analyst is taking as when investigating
and remediating threats we can identify the following high-level steps:

Determining Performing Deciding what Repeating this as many
whether the threat necessary additional investigations times as necessary
requires action remediation actions should be next for every alert
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Microsoft Defender for Endpoint

Auto Investigation & Remediation

Automatically investigates alerts and
remediates complex threats in minutes

Mimics the ideal steps analysts would take
A | Tackles file or memory-based attacks

= | Works 24x7, with unlimited capacity

25/11/2021 | Microsoft Defender for Endpoint
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Demo.
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Investigation - Microsoft 365sec X | =

Cc o

https://security.microsoft.com/investigation/2000/graph
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Microsoft Defender for Endpoint
Microsoft Threat Experts

@ Microsoft Defender
for Endpoint

Threats are no match.
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Demo.
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Microsoft Defender for Endpoint

Centralized Configuration and Administration

Microsoft Defender

for Endpoint

Threats are no match.
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Centralized Configuration and Administration

Seamless integration

securitycenterwindows.com;

Microsoft Defender Security Center

Device Securty - Securiy tasks

9 Device Security - Security tasks

Threat &

Organization exposure score Organization configuration score Machine exposure distibution - e .
Overview et Al V[ Ser
. . L e priorty Source 4 impacted Devices Cestedoste %o DueDate " AsignedTo
Exposure score Configuration score: 300 / 580 Exposure distribution 2 @ ouenvew o — i o I
This score reflects the current exposure associated with machines . - - ot High Ao 10/18/19, M

v‘ﬂﬂ@

in your organization

6/25
s0/175

e Update Jre
71 3 Exposed machines
“742 Softuare pach

191/ 283

Update Vic Media Player to version 3.0.8.0

Exposure score over time ¥ 33 ix 2% ee vedum  mHigh 1 Expozed machines

§ QB a R @

Update Python

@

Update Visual Studio 2017

Top vulnerable software Top remediation activities

Remediation activities

Intemet Explorer
“This table fsts

recommendations

Windows 10
Update Vie Media Player to version ... /)
Office ? B Update Vic Media Player to version ...

PR
& vams

Microsoft Defender for Endpoint Microsoft Endpoint Manager

Policy Assessment Policy Enforcement
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Microsoft Defender for Endpoint

APIs and Integrations

@ Microsoft Defender
for Endpoint

Threats are no match.
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Microsoft Defender for Endpoint

Reference Architecture

Legend

_____ > .
== » Outsourcing

mmm) Consulting and Escalation
mmmmm  Native Resource Monitoring

= == == EventLog Based Monitoring
===== |nvestigation & Proactive Hunting

Align to Mission + Continuously Improve

Broad Enterprise View
Correlated/Unified
Incident View

Responsiveness - Mean Time to Acknowledge (MTTA)

$ Machine Learning (ML) & Al Effectiveness- Mean Time to Remediate (MTTR)

Azure
Sentinel

.'. Behavioral Analytics (UEBA)

Security Orchestration, Automation, Analysts
and Remediation (SOAR) and Hunters
P . Security Incident & Event Y
v Securlty Data Lake m Management (SIEM) 4..................' . .

B4 Classic SIEM

Radar splunk> eee

1
1
-———
1
1

APl integration

Deep Insights
Actionable alerts from
an XDR tool with deep
knowledge of assets

and ML/UEBA
Carbon Black.

e [

F<:RTINET
@S> zscaler
# CYBERARK
Raw Data
Security &

Activity Logs

1
1
1
1
L
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Security & Network

Provide actionable security
alerts, raw logs, or both

B

Microsoft Threat Intelligence
8+ Trillion signals per day of security
context & Human Expertise

SOAR reduces analyst effort/time
per incident, increasing overall
SOC capacity

Extended Detection and Response (XDR)

Azure Defender

D ——

BY Microsoft

May 2021 — https://aka.ms/MCRA

2 Expert Assistance
Enabling analysts with scarce skills

=. ‘ Microsoft Threat Experts ‘

‘ Incident Response & Recovery ‘

@ Managed Detection and Response
Using Microsoft Security
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https://aka.ms/ITSOC
https://aka.ms/AzureSentinel
http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/sentinel/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/dart
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/misapartnercatalog?PartnerTypes=MSSP
https://docs.microsoft.com/azure/security-center/azure-defender

Licensing.
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Microsoft Defender for Endpoint Microsoft 365 E5 Step-up

October 2021

m365maps.com

Office 365 E5 Step-up il Mobll(léyMi'sSEesriunty e Windows Enterprise E5 Step-up
Audi Office 365 Phe
o : m -

P2 and Servers

End-users (Per user per month, up to 5 devices)
M365 E5 - 62.70 CHF
M365 E5 Security — 9.50 CHF
Windows E5 - 10.20 CHF
Microsoft Defender for Endpoint P2 — 5 CHF
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Microsoft 365 E5 Step-up
Microsoft 365 E5 Step-up

Microsoft Defender for Endpoint Plan 2 Step-up

Microsoft 365 E5 Security
Microsoft 365 E5 Security

Microsoft Defender for Office 365 Plan 2

: | |
| | |
! l |
] | |
! | |
| | |
| | |
| | |
! | |
| | |
| | |
| | |
| | !
| | |
| | |
| | |
| | |
| | |
| | |
| 1 ,
1 I I

|
T

|
Servers (Per server per month) l

[ [ |
. . Office 365 E5 Step-up EOteIEeoMchiity) -r-sSEescurity e REEE Windows Enterprise E5 Step-up
Microsoft Defender for Endpoint for Servers* - 5 CHF — —

Microsoft Defender for Cloud — Azure Consumption

* Available after min. 50 MDE or WE5 or M365 E5/Security licenses purchased

25/11/2021 | Microsoft Defender for Endpoint | l 11 | 71



Microsoft Defender for Endpoint
P1vs P2

@ Microsoft Defender
for Endpoint
Threats are no match.

e I O

NEXT GENERATION ENDPOINT DETECTION AUTO
PROTECTION & RESPONSE

THREAT & VULNERABILITY

ATTACK SURFACE
MANAGEMENT REDUCTION

INVESTIGATION
& REMEDIATION

Plan 1 capabilities

MICROSOFT
THREAT EXPERTS

'l‘ l * CENTRALIZED CONFIGURATION AND ADMINISTRATION

Q APIS AND INTEGRATION

Across client platforms:

Windows, macOS, Android, iOS

25/11/2021 | Microsoft Defender for Endpoint

Capabilities

Unified security tools and centralized management
Mext-generation antimalware

Attack surface reduction rules

Device contral (e.q.: USB)

Endpaint firewall

Metwork protection

Web control / category-based URL blocking
Device-based conditional access

Controlled folder access

API's, SIEM connector, custom TI
Application control

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)
Sandbox (deep analysis)

Microsoft Threat Experts **

 inchader Targeted Attack Motifcations (TAM) s~ Experts on Demand E00). Cusbomen mast apply for TAN and BD0 is svaitible for parchase a5 an add-on

Microsoft Defender for Endpoint P1- 3 CHF

M365 E3 - 28 CHF*

* Q12022
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Microsoft Defender for Business

Enterprise-grade security for SMEs!

Cross platform and enterprise grade Available as a Standalone offering will Supports multi-customer
protection with next-gen protection, standalone offering and serve non-Microsoft viewing of security incidents

endpoint detection and response, and as part of Microsoft 365 365 customers. No with Microsoft 365 Lighthouse
threat and vulnerability management Business Premium licensing prerequisites for partners in preview

Endpoint capabilities / SKU Microsoft Defender for Business  Microsoft Defender for Endpoint Plan 1 Microsoft Defender for Endpoint Plan 2
Centralized management v v v
Simplified client configuration v

Threat and Vulnerability Management v v
Attack Surface Reduction v v v
Next-Gen Protection v v v
Endpoint Detection and Response V2 v
Automated Investigation and Response v? v
Threat Hunting and 6-months data retention v
Threat Analytics v? v
Cross platform support for Windows, MacOS, iOS and Android v v v
Microsoft Threat Experts v
Partner APIs v? v v
Microsoft 365 Lighthouse for viewing security incidents and customers v

Note that not all capabilities may be available in preview  'Limited 2Optimized for SMB 3Additional capabilities planned
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Microsoft Defender for Business

Licensing

Microsoft 365 Business Premium ($20 pipm)
Comprehensive productivity and security solution

Per user licence

Microsoft 365 Business Standard ($12.50)
Office apps and services, Teams

+ 1. As standalone SKU
Entitl tf to 5 devi
v" Microsoft Defender for Business Gr;r: e?;r;le;/ nav(;:l;;ﬁa o|_r|11u2r)0§2 evices

v Microsoft Defender for Office 365 Plan 1
2. Included as part of Microsoft 365 Business

Microsoft Defender Business ($3 pupm) 2> v Intune Premium
Microsoft Defender for Business will roll out to new

Entreprise-grade endpoint security v" Azure AD Premium Plan 1 and existing M365 Business Premium customers, post
Per user licence v" Azure Information Protection Premium P1 GA
v" Next generation protection v Exchange Online Archiving
v' Cross Platform support (iOS, Android, Windows, MacOS) v Autopilot
v" Endpoint Detection and Response v Azure Virtual Desktop license
v' Threat and Vulnerability Management v" Windows 10/11 Business
v' ... and more v Shared Computer Activation

Note that not all capabilities may be available in preview
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Next steps.
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#STAYCONNECTED _

WEBINARS

! 08 décembre 2021 | Prenezle contréle de vos données avec Microsoft Azure Information Protection
E.. .-.. E
Vers les -_4-_..;_:' T
événements e tedict
Bechtle Suisse SA == jl-'_'-|:l"-.:..II
Of =Rt
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https://www.bechtle.com/ch-fr/finder/page/event--c?sorting=ed_asc

Merci !
Des questions?

Nous restons a votre disposition pour vous accompagner dans vos projets futurs.

FEGE
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