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Vorstellung
Michael Stachowski
Business Development Manager Microsoft Security

Microsoft Partner Technical Solutions Professional (P-TSP)

Community Lead Microsoft Surface Community Deutschland

Seit Juni 2018 bei Bechtle am Standort Koln

I Microsoft Competence Center

I Schwerpunkt Modern Workplace Solutions mit Microsoft 365

I Microsoft AutoPilot

Seit Oktober 2019 bei Bechtle Logistik & Service

I Microsoft Software Solutions Team

I Schwerpunkt Microsoft Security
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Agenda

1. Trends — wieso muss ich meine mobilen Gerate uberhaupt absichern?
2. Microsoft Intune: alle Services im Uberblick

3. Mobile Security

4. Datensicherheit (Mobile Device)

5. Lizenzierung

6. Roadmap

7. Beantwortung von Fragen
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! Trends — Wieso muss ich meine (mobilen) Gerate tGberhaupt

absichern?

! Microsoft Endpoint Manager —

‘ alle Services im Uberblick

! Mobile Security (MAM)

! Lizenzierung

! Roadmap

1Q&A

Agenda
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BECHTLE

Wieso muss ich meine (mobilen) ‘

Gerate uberhaupt absichern? , =
- .. : o. ';. ;
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Geschaftsverlust

$2,9...

pro Minute durch Cyberkriminalitat in 2019
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Geschaftsverlust

$1.500.000.000.000

pro Jahr durch Cyberkriminalitat in 2019



Was ist der Haupteinfallswinkel bel heutigen Attacken?
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Hacker ¥ Passworter

Beliebte Passwérter in 2018 Beliebte Passworter in 2019
T 123456 6 hallo123 T 123456 6| 111111
2 12345 7 hallo 2 123456789 7 1234567890
3 123456789 8 123 3 12345678 8 123123
4 ficken 9  passwort 4 1234567 9 000000
5 12345678 10 master 5 password 10 abc123

Quielle: https://hpi.de/pressemitteilungen/2019/die-beliebtesten-deutschen-passwoerter-2019.html

19.02.2020 Enterprise Mobility & Securi ty (Michael.Stachowski@bechtle.com) 10 I l I I l
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Gartner Magic Quadrant
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Magic Quadrant for Endpoint Protection Platforms
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Check Point Software Technologies @
Fortinet @
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Microsoft Endpoint Manager — Dashboard

Microsoft Endpoint Manager admin center

stachowski@bechtlemss.

BECHTLEMsS WP

ﬁ Home

[ Dashboard

All services

% FAVORITES

n Devices

Apps

‘ Endpoint security

Reports (preview)

‘.‘ Users
& Groups
&8 Tenant administration

ﬁ Troubleshooting + support

19.02.2020

«

Home page

bechtlemss

Status and alerts

Tenant status

Account status I Servics health I Connector status

Active Healthy Healthy

Guided scenarios
Deploy Edge for mobile

Configure Edge for use at work and deploy it to the i0S and Android devices managed
by your organization.

News and support

Intune Customer Success blog
End-User Experience: Deploy Hybrid Azure AD-joined devices by using Intune and
Windows Autopilot

Admins Experience: Deploy Hybrid Azure AD-joined devices by using Intune and

Windows Autopilot

Support Tip: Configuration Policy Shows as Pending on Windows Devices

Seeall >

Resource alerts

@ Device enroliment @ Device configuration
No Intune enroliment failures Mo configuration failures
@ Cclient apps

No installation failures

Try out a cloud-managed PC

Quickly set up an example PC and user to experience the cloud managed modern
desktop.

‘What's happening in Intune

‘What's new in Microsoft Intune
Features in development

Ul updates for Intune end-user apps

Enterprise Mobility & Security (Michael.Stachowski@bechtle.com)
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Microsoft Endpoint Manager — Devices

stachowski@bechtlemss.
BECHTLEMsS WP

Microsoft Endpoint Manager admin center

« Home > Devices - Overview
A Home @ Devices - Overview X
[ Dashboard
. ‘,’7 kearch (Ctri+/) « Enrollment status ~ Enrollment alerts  Compliance status ~ Configuration status ~ Software update status
All services —e e
J  FAVORITES Q@ oveniew

Intune enrolled devices Enroliment failures by OS

B Devices B0 Al devices LAST UPDATED 1.1.1, 00:53:28 feo

Apps H Monitor Platform Devices o
‘ Endpoint security By platform Assign licenses to users and enroll devices with... .
Reports (preview) Windows "
& sers i0s
&2 Groups bel macos :
&8 Tenant administration B Android Pm

18.1.200 2020

ﬁ Troubleshooting + support

X Android Windows Windows Mobile
Device enroliment

o lo o |

u Enroll devices 0 0 0 0 0
policy Top enroliment failures this week
El compliance policies No data to display
Conditional access

Configuration profiles

PowerShell scripts

& @ F a

Device security

Windows 10 update rings

Windows 10 feature updates...
Bt update policies for i0S

u Enrollment restrictions

e5IM cellular profiles (Preview)

[ Ppolicy sets

Other
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Microsoft Endpoint Manager — Win

min center

ows Devices

stachowski@bechtlemss...

BECHTLEMSS

19.02.2020

ﬁ Home
[ Dashboard
= all services
% FAVORITES
n Devices
m
Pps
‘ Endpoint security
Reports (preview)
‘.‘ Users
& Groups
& Tenant administration

ﬁ Troubleshooting + support

Home > Devices > Windows - Windows devices

q Windows - Windows devices

2 Search (Ctrl+))

|(<

“ ‘Windows devices

Windaws enroliment

Windows policies

B compliance policies
B configuration profiles
B powershell scripts

ﬁ Security baselines

2% Wwindows 10 update rings

22 Windows 10 feature updates (P...

O Refresh Y Filter Columns  ~ Export j Delete

Filters applied: 0S

|/’7 Search by IMEI, Serial number, Email, UPN, Device name or Management name

0 Devices selected (100 max)

Device name Managed by Ownership Compliance os OS version

No devices found

1

Enterprise Mobility & Security (Michael.Stachowski@bechtle.com)

Device action

Enrolled by user em...

16

Last check-in

Enrolled by us



Microsoft Endpoint Manager - iOS Devices

min center

stachowski@bechtlemss...

19.02.2020

ﬁ Home
[ Dashboard
= all services
% FAVORITES
n Devices
m
Pps
‘ Endpoint security
Reports (preview)
.'. Users
F 3 Groups
& Tenant administration

ﬁ Troubleshooting + support

Home > Devices > 10S - iOS devices

q iOS - i0S devices

2 Search (Ctrl+))

|(<

“ 105 devices

05 enrollment

i0s policies

B compliance policies
B configuration profiles

B Update policies for ios

O Refresh Y Filter Columns  ~ Export j Delete

Filters applied: 0S

BECHTLEMSS

|/’7 Search by IMEI, Serial number, Email, UPN, Device name or Management name

0 Devices selected (100 max)

Device name Managed by Ownership Compliance os OS version

No devices found

1

Enterprise Mobility & Security (Michael.Stachowski@bechtle.com)

Device action

Enrolled by user em...
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Last check-in

Enrolled by us



Microsoft Endpoint Manager - MacOS Devices

stachowski@bechtlemss...

min center
BECHTLEMSS
« Home > Devices > macOS - macOS devices
A Home q macOS - macOS devices X
[ Dashboard _
© Search (Ctri+/) | « (D Refresh 7 Filter Columns  + Export o] Delete
= all services
& FAVORITES Bl macos devices Filters applied: OS
q oS macos enroliment |/’7 Eearch by IMEI, Serial number, Email, UPN, Device name or Management name
= - 0 Devices selected (100 max)
pps macQs policies

‘ Endpoint security B compliance policies Device name Managed by Ownership Compliance 0s S version Device action Enrolled by user em... Last check-in Enrolled by us
Reports (preview) B Configuration profiles No devices found
.'. Users N *
F 3 Groups
&8 Tenant administration
ﬂ Troubleshooting + support

] 3

19.02.2020 Enterprise Mobility & Security (Michael.Stachowski@bechtle.com) 18 I l I



Microsoft Endpoint Manager — Android Devices

stachowski@bechtlemss...

min center BECHTLENSS
« Home > Devices > Android - Android devices

A Home q Android - Android devices X
L] Dashboard _
. . © Search (Ctri+/) | « (D Refresh 7 Filter Columns  + Export [E Delete
= all services
% FAVORITES Bl Android devices Filters appliec: O3
q oS B android enroliment |/’7 Eearch by IMEI, Serial number, Email, UPN, Device name or Management name
828 e Android policies 0 Devices selected (100 max)
‘ Endpoint security B compliance policies Device name Managed by Ownership Compliance 0s S version Device action Enrolled by user em... Last check-in Enrolled by us
Reports (preview) B Configuration profiles No devices found
.'. Users N *
F 3 Groups
&8 Tenant administration
ﬁ Troubleshooting + support

] 3
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Microsoft Endpoint Manager — Conditional Access

stachowski@bechtlemss.

Microsoft Endpoint Manager admin center s, @
« Home > Devices > Conditional Access - Policies
A Home 4= Conditional Access - Policies X
¥=" Azure Active Directory
[ Dashboard «
New policy L what if  Got feedback?
= all services = policies
i Baseline Protection policies are a legacy experience which is being deprecated. All Bassline Protection palicies will be remaved on February 23th, 2020. I you're looking to enable a security policy for your organization, we recommend enabling Security
% FAVORITES X Diagnose and solve problems defaults or configuring Conditional Access policies.
n Devices "
Manage Policy Name State
Apps N B
<> Named locations Baseline policy: Require MFA for admins (Preview) off b

Endpoint securi . .
‘ P ty [ custom contrals (Preview) Baseline policy: End user protection (Preview) off o

Report i
& ports (preview) % Terms of use Baseline policy: Block legacy authentication (Preview) off b
[

u: - . N N
aa Users # VPN connectivity Baseline policy: Require MFA for Service Management (Preview) off .
F 3 Groups

#= (Classic policies
&8 Tenant administration

Troubleshooting + Support
ﬁ Troubleshooting + support 9 ppo

& MNew support request
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EB%%%%FBHM%%%&”? (Michael.Stachowski@bechtle.com)

Azure AD
0
) o\, 0
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am Windows
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Engine
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CHALLENGERS

Magic Quadrant for Cloud Access Security Brokers

@ Bitglass

LEADERS

@ Microsoft

McAfee

@ Netskope
@ Symantec

@ CipherCloud

VISIONARIES
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CHALLENGERS

Proofpoint @

Forcepoint @

Palo Atto Networks )

@ Bitglass

Magic Quadrant for Access Management

NICHE PLAYERS

LEADERS

@ Microsoft

McAfee

@ Netskope
@ Symantec

@ CipherCloud
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As of October 2019

22

© Gartner, Inc



Microsoft Endpoint Manager — Endpoint Protection

stachowski@bechtlemss.

Microsoft Endpoint Manager admin center BECHTLEMSS &P

« All services > Endpoint security - Overview
A Home o Endpoint security - Overview X
[ Dashboard
— ‘,’7 Search (Ctrl+/) | &«
i= All services
+ FAVORITES Overview
B Devics @ Ovenview ‘ Security baselines
D B All devices Security baselines are pre-configured

- groups of settings that help you apply a
W Endpoint security &) Secunity baselines known group of settings and default values

= 3 that are recommended by Microsoft.
Reports (preview) &l Security tasks v
& Users Manage

‘ Security tasks

Take advantage of Microsoft Defender ATPs
Threat & Vulnerability Management (TVM) and
use Intune to remediate endpoint weakness.

&2 Groups I Device compliance

.';1‘ Tenant administration 0 Conditional access

ﬁ Troubleshooting + support
Setup

‘ Microsoft Defender ATP
Integrate Microsoft Defender Advanced Threat

Protection (ATP) to help prevent security
breaches.

© Microsoft Defender ATP

Help and support

& Help and support
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Microsoft Endpoint Manager — App Verwaltung (

19.02.2020

ﬁ Home
[ Dashboard
= all services
% FAVORITES
n Devices
m
Pps
‘ Endpoint security
Reports (preview)
‘.‘ Users
& Groups
& Tenant administration

ﬁ Troubleshooting + support

min center

Home > Apps - Overview

Apps - Overview

‘,’7 Search (Ctrl+/) &«

(D QOverview

All apps
H Monitor
By platform
Windows
ios

bel macos

B Android

Palicy

App protection policies

=% App configuration palicies

®, 05 app provisioning profiles
= S mode supplemental policies

1 Ppolicies for Office apps

Policy sets

Other

B; App selective wipe

App categories
X3 E-books
Help and support

& Help and support

Tenant name  : bechtlemss.onmicrosoft.comi [y

Tenant location : --

Installation status ~ App protection pelicy status

Top installation failures by devices

Mo applications

4

Apps with installation
failures

0o

»

WDM authority : Microsoft Intune

Account status

Enterprise Mobility & Security (Michael.Stachowski@bechtle.com)

: Active

MAM
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Microsoft Endpoint Manager — App Verwaltung (MAM)

min center stachowski@bechtlemss...

BECHTLEMSS

« Home > Apps - App protection palicies

ﬁ Home

[ Dashboard

Apps - App protection policies X

‘/’7 Search (Ctrl+/) |« T Create policy () Refresh Columns ¥ Export

= all services

N O Fi . 5

% FAVORITES @ Overview |f Filter by Policy Name...
) 1 Policy T4 Deployed Ty Updated T4 Platform T4 Management Type Ty Apps T
B pevices All apps
m B You have no policies.
pps & Monitor pi
‘ Endpoint security By platform
Reports (preview) Windows
.'. Users ios
&2 Groups Cd macos
&8 Tenant administration B Android
ﬂ Troubleshooting + support
Palicy

f5 App protection policies
i85  App configuration policies
®, 05 app provisioning profiles

= S mode supplemental policies

1 Ppolicies for Office apps

Policy sets

Other
B; App selective wipe

App categories

] E-books

Help and support

& Help and support
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Microsoft Endpoint Manager — App Verwaltung (MAM)

stachowski@bechtlemss...
BECHTLEMSS

min center

« Home > Apps - App protection palicies > Create policy
A Home Create policy X

Ld Dashboard

= All services ~ Basics (2) Apps (3 Data protection 4) Ac = 5 6 As e 7. Review +
4 FAVORITES ) )
Choose how you want to apply this policy to apps on different devices. Then add at least one app.
n Devices N p .
Target o apps onal device types © = L )
- \ y/
pps
Device types * @ Android Enterprise ~ ‘
‘ Endpoint security
Reports (preview) public apps Remove
& Users
aa Excel Remave
&2 Groups edge Remove
&} Tenant administration Microsoft Launcher Remave
2 Trouleshooting + support Microsoft Teams Remave
Microsoft To-Do Remaove
OneDrive Remove
Acrobat Reader Remave

+ Select public apps

Custom apps Remove

Mo custom apps selected

19.02.2020 Enterprise Mobility & Security (Michael.Stachowski@bechtle.com) 27 I l I



Microsoft Endpoint Manager admin center

Microsoft Endpoint Manager — App Verwaltung (

MAM)

stachowski@bechtlemss.
BECHTLEMsS WP

ﬁ Home

[Ed Dashboard

All services

% FAVORITES

q Devices

Apps

‘ Endpoint security

Repaorts (preview)

‘.‘ Users
&2 Grou ps
.';1‘ Tenant administration

ﬁ Troubleshooting + support

Home > Apps - App protection policies > Create policy

Create policy

~ Basics ~ Apps

This group includes the data loss prevention (DLP) controls, like cut, copy, paste, and save-as restrictions. These settings determine

how users interact with data in the apps.
Data Transfer

Backup org data to Android backup
services (0

Send org data to other apps (@
Select apps to exempt

Save copies of org data

Receive data from other apps @

Restrict cut. copy. and paste between
other apps

limit for any app
Screen capture and Google Assistant (O
Approved keyboards ()

Select keyboards to approve

Encryption

Encrypt org data @

Encrypt org data on enrolled devices

| All apps

Select

| All apps

[ Any app

C Require Not required :

i =
1§ Require

I "
( Rewie ]

Enterprise Mobility & Security (Michael.Stachowski@bechtle.com)
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Microsoft Endpoint Manager — App Verwaltung (MAM)

stachowski@bechtlemss.
BECHTLEMsS WP

Microsoft Endpoint Manager admin center

« Home > Apps - App protection palicies > Create policy
A Home Create policy X

[Ed Dashboard

All services \/ Basics \/ Apps \/ Data protection | (4) Access requirements |

% FAVORITES
Configure the PIN and credential requirements that users must meet to access apps in a work context.

q Devices . .
PIN for access ( rewic ] Not required )

Apps
PIN type © [ vumeic ] Fasscode )
‘ Endpoint security = -
T simple PN © T Block )
‘.‘ Users Select minimum PIN length & | 4 v
& Groups Fingerprint instead of PIN for access .“ Block D]
.';1‘ Tenant administration (Android 6.0+) @
2 Troubleshooting + support Override fingerprint with PIN after [ Requie ) Nat required )
timeout @ . ’
Timeout (minutes of inactivity) | 30 ‘

PIN reset after number of days © |: Yes “'

Number of days 0

Select number of previous PIN values to | 0 ‘
maintain

App PIN when device PIN is set

Not required

Work or school account credentials for ( Require Not required )
\ 4

access (O

Recheck the access requirements after 30 ‘
(minutes of inactivity) @
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Microsoft Endpoint Manager — App Verwaltung (MAM)

stachowski@bechtlemss.

Microsoft Endpoint Manager admin center BECHTLEMSS &P

« Home > Apps - App protection palicies > Create policy
A Home Create policy

Ld Dashboard

All services \/ Basics \/ Apps \/ Dataprotection / Access requirements | (5) Conditional launch | (& Ass

% FAVORITES

q ) Set the sign-in security requirements for your access protection policy. Select 2 Setting and enter the Value that users must meet to sign in
Devices to your company app. Then select the Action you want to take if users do not meet your requirements. In some cases, multiple actions can

be configured for a single setting. Learn more about conditional launch actions.

Apps
. =ndpoint security App conditions
Reports (preview) Setting Value Action
& Users
— Max PIN attempts 5 Reset PIN e
&2 Groups Offline grace period 720 Block access (minutes) -
&} Tenant administration Offline grace period 30 Wipe data (days) o

2 Troubleshooting + support Select one ~

Device conditions

Configure the following conditional launch settings for device based conditions through your app protection policy.

Similar device based settings can be configured for enrolled devices. Learn more about configuring device compliance settings for enrolled

devices.
Setting Value Action
Jailbroken/rooted devices Block access nes
Select one ~
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Lizenzierung

Einfachere Zugriffsverwaltung und Sicherheit
Mehrstufige Authentifizierung

Bedingter Zugriff

Risikobasierter bedingter Zugriff

Erweiterte Sicherheitsberichte

Privileged Identity Management

Windows Server-Clientzugriffslizenz (Client Access License, CAL)*

19.02.2020

Enterprise Mobility + Security E3
4
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M365 on a Page

19.02.2020

Office 365 E3

Enterprise Mobility + Securlty E3
(EMS E3)

Windows 10 E3

Powesr App Power
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gt oficeses [l Cifics 368 R
Mot
- - Rotmtion [l Suwam for ;

[

Enterprise Mobility & Security (Michael.Stachowski@bechtle.com)

Enterprise Mobility + Security ES
(EMS ES)

Windows 10 E5
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Roadmap

App Verwaltung

* Anzeigen von Benachrichtigungen fir die Unternehmensportal-App unter Windows
» Anzeigen von Installationsstatusmeldungen fir die Unternehmensportal-App

« Festlegen von Microsoft Edge als Zielbrowser flir Webclips auf iOS-Geraten

* Verbesserungen an den Funktionen des macOS-Unternehmensportals

* App fur Microsoft Defender Advanced Threat Protection (ATP) flir macOS

Geratekonfiguration & Gerateverwaltung

» Verbesserte Benutzeroberflache fir das Erstellen von Konfigurationsprofilen auf iOS- und macOS-Geraten
« Andern des primaren Benutzers fir Windows-Geréate

» Auswahlen, welche iOS/iPadOS-Updates an registrierte Gerate gepusht werden sollen
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Besten Dank! Stellen Sie uns lhre Fragen.

Weitere InfoS:
bechtle.com/ch
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Vorschau.

20.02.2020 Webinar: Citrix Summit 2020 Update

Mehr Infos unter bechtle.com/ch/ueber-bechtle/events

19.2.2020 | Webinar: Azure Readiness - EMS - Sicherheit

mmmikuz 4.0
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https://www.bechtle.com/ch/ueber-bechtle/events

Handeln Sie jetzt. Kontaktieren Sie uns.

Bechtle Schweiz AG
Tel. +41 848 820 420
bechtle.ch/kontakt

Michael Stachowski .
Michael Stachowski, Business Development Manager Microsoft Security,
Bechtle Logistik & Service, Neckarsulm
michael.stachowski@bechtle.com

19.2.2020 | Webinar: Azure Readiness - EMS - Sicherheit



