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Azure Multi-Faktor-Authentifizierung (MFA) 
 

MFA serves to secure your user account. In addition, it is possible to access your data from 

anywhere via MFA.  
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First Setup 
Requirements:  

You must be approved for Azure MFA by the CIO organization.  

Two questions that you should answer first 
Keep your account secure: 

To keep your account secure  and for the password reset you can use a „private“  mail address  

(must not lie within the Bechtle organization) or as an alternative define 5 questions. 
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Why you should use your "private" email address or a "private phone number? 

• You can guarantee that your account is protected even in case of a recovery  
• If you have already lost access to the Bechtle organization, you can easily restore 

the connection. 
• It also makes it easier for you to change your password.  

 

About which method do you want to be inquired?  

• Authenticator-App  
• text message  
• phone call   

 

In principle, several methods should be entered. It is also advisable to use different phone 

numbers (mobile device, company phone, private mobile device, private phone number, if 

permitted) in order to enable access in case of change or failure of the device or phone 

number. 

The  preferred method is the  Microsoft Authenticator-App. Here too, it is recommended to 

enter another method as backup. 

 

Registration for MFA 
When setting up via https://aka.ms/MFASetup  the following input mask appears. Please use 

Google Chrome,  Firefox or the new Edge for opening and login with your business mail 

address. 

(With previous Microsoft Edge and Internet Explorer error messages may occur therefore use 

the alternative browser.) 

 

  

https://aka.ms/MFASetup
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Keep your account secure 
Please follow the following context for the setup, you have the choice between a phone call 

or a text message. 

(Please note that for later additional methods of phone call & text message, please do not 

configure them on the same device, but on different ones, e.g. Fixed network & mobile 

phone)  

This prevents you from not being able to reset the MFA yourself when you restore. This can 

happen if you have lost the device you activated with or if you have received a new device.  

 

This applies the item Reset password too.  

As soon as you have decided on a method and confirm with next - you will be contacted via 

the selected method to continue. 
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Click below to switch to the method security questions: 
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Now select the appropriate questions and answer them (depending on the country settings, 

the questions may be displayed in English). 

 

  

  

After saving method and the configuration confirmation above, you will be redirected to the 

later main page where you can further customize your Azure MFA account. 
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Which method do you want to sign in? 

Under the item "Security Information" you can define further methods for the authentication 

and the preferred method of the contact: 

  

  

In the upper mask you can select your preferred authentication method to be notified. The 

preferred method is the Microsoft authenticator app. However, we recommend that you 

create another method as a backup if the mobile device is not available (SMS to private 

mobile device, call to company phone, etc.). 
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1. Authenticator app für mobile devices 
After you click  "Setup", this window opens: 

  

  

You need the QR Code for mobile app. So don’t close the Browser. 

Please download the „Microsoft Authenticator App“ from the App-Store or from Google Play 

for your smartphone. 

  

   

Then confirm with „Next“ . 
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Please open the  Authenticator-App and go to „Add Account“. 

  

Please add  „Work or school account“. 

  

   

Then please scan the QR code from the Microsoft Portal (website), 

which will be generated for you. (Illustration similar). 
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Please confirm at the PC or laptop with „Next“. The app can be tested immediately. Please 

confirm the push notification with „Approve“.  

  

 

2. Textcode for Authentification  
This step is to leave an additional phone number. In case you no longer have access to the 

mobile app. 

If you deposit the mobile number, you will receive an text message with a code for 

authentication requests. 

The configuration is completed with Done. 

 

3. Phone call for authentification 

This step serves as an alternative for text message and the mobile app. Here you can enter a 

mobile number or the fixed network number and have the system call you. An automatic 

greeting is played and you must confirm with the hash key (#) to log in. 

 

 Change the configuration  
• If telephone numbers are changed or mobile devices are changed, the existing 

MFA setup must be updated and the Authenticator app must be set up again on 
the new mobile device as described below. This is best done before the previous 
mobile device is handed over or the telephone number is switched off. 
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Change the default sign in method 
The default sign in method can be modified after the first setup. 

Click only on the  „Change“-Button. 

  

   

With the selection you have the possibility to change the preferred method to sign in: 

 

  

 

 

Possible restriction: 

With MFA it is no longer possible to log on to https://portal.bechtle.com. But the platform will be shut 

down in the near future. 

 

 


